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ABSTRACT

Record-keeping and supervision rules regarding
electronic communications (eComms) for finan-
cial institutions have been in place for as long as
eComms have existed. The underpinning of these
regulations is the view that the security, reliability,
integrity and availability of information reflecting a
financial institution’s activities are fundamental to
the integrity of the financial markets. Over the last
few years, the financial regulators have powerfully
reminded the financial industry of the importance
of the eComms record-keeping rules, launching
dozens of off-channel eComms enforcement actions
that have resulted in more than US$2bn of fines
to date. With the rise in the variety and availabil-
ity of individual eComms applications and the use
of collaboration tools and generative AI (GenAl),
the number and wvariety of channels available
to employees for communications purposes are,
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however, growing exponentially. Even for sophisti-
cated financial institutions, the resources required to
effectively manage the pace of technological devel-
opment and adapt compliance processes in this
space can be overwhelming. This paper explores the
regulatory approach to eComms compliance in a
changing technology world and how financial insti-
tutions can appropriately manage eComms risk.
It is possible to establish a robust control structure
that meets regulatory expectations, accommodates
business needs and keeps pace with changing tech-
nology. An effective eComms governance structure
must, however, encapsulate processes that engage all
key stakeholders, embrace innovation and integrate
legal, compliance and IT reasoning that moves
beyond reliance on individual employees and detec-
tion technology and incorporates data governance as
a_fundamental principle in business operations and
technology development.

Keywords: electronic-communications,
off-channel, eComms, broker-dealers,
investment aadvisers, record-keeping,
books-and-records, WhatsApp, SEC,
CFTC, financial institutions, financial
regulators. business-as-such, financial
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INTRODUCTION

Record-keeping and
regarding
(eComms) for financial institutions have
been in place for as long as eComms have
existed. Beginning with facsimile and

supervision rules

electronic communications

e-mail, regulatory focus on the chang-
ing landscape of communications and how
financial institutions must adapt their control
structures to manage those changes has been
inexorable. The underpinning of the regu-
latory focus in this area is the view that the
security, reliability, integrity and availability
of information reflecting the operations of
the financial industry are fundamental to the
integrity of the financial markets and essen-
tial for regulatory bodies to carry out their

mandates. Over the last few years, finan-
cial regulators have powerfully reminded
the financial industry of these facts through
guidance and enforcement actions.

At the same time, the way employees at
financial institutions work is also changing.
With the rise of the variety and availabil-
ity of individual eComms applications, the
use of collaboration tools and generative
Al (GenAl) and the democratisation of
advances in technology, the number and
variety of channels available to employees
for communications purposes has grown
exponentially, and the pace of innovation
means that new communications tools are
constantly emerging. Even for sophisticated
financial institutions, the resources required
to effectively manage the pace of techno-
logical development and adapt compliance
processes in this space can be overwhelm-
ing. Despite the challenges, the financial
regulators have been clear that compliance
with record-keeping and supervision regu-
lations are simply the cost of doing business.

Ultimately, the ability to appropriately
manage the risks of eComms compliance
requires establishing a robust control struc-
ture that meets regulatory expectations,
accommodates business needs and keeps
pace with changing technology. Data gov-
ernance, including for eComms, presents a
cross-disciplinary set of risks, encompass-
ing record-keeping, supervision, privacy,
data security and eDiscovery considerations.
An effective eComms governance structure
must encapsulate processes that consider
all of these risks, engage all key stakehold-
ers and embrace innovation. Above all,
data compliance processes today require
an integration of legal, compliance and IT
reasoning that moves beyond reliance on
individual employees and detection technol-
ogy and incorporates data governance as a
fundamental principle in business operations
and technology development.
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ECOMMS ENFORCEMENT:

YESTERDAY AND TODAY

The recent fines issued in the USA by the
Securities and Exchange Commission (SEC)
and the Commodity Futures Trading Com-
mission (CFTC) to financial institutions
across the industry for failure to retain and
supervise eComms that took place ‘off-chan-
nel’, through text messaging and instant
messaging applications such as WhatsApp,
have — by design — caught the attention
of the financial industry. Those fines, rang-
ing into the hundreds of millions of dollars
(and now totalling well over US$2bn with
more fines coming), are the largest the indus-
try has seen for individual record-keeping
violations.'

The oftf-channel communications fines
are, however, not the first issued by these reg-
ulatory bodies for violations of the eComms
supervision and record-keeping regulations.
In fact, the SEC, the Financial Industry
Regulatory Authority (FINRA) and the
CFTC have decades of enforcement history
relating to eComms compliance. Notably,
in the mid-to-late 2000s, following SEC
approval of rule changes acknowledging the
impact on the industry of the expanding use
of eComms such as e-mail and facsimile,
the SEC and FINRA engaged in a series
of enforcement actions relating to financial
institutions’ failure to properly retain, store
and produce eComms that resulted in mil-
lions of dollars in fines.

These early enforcement actions shook
the financial industry. They elevated the
focus on compliance with the record-
keeping and supervision regulations, forced
the financial industry to more closely evaluate
and invest in compliance technologies relat-
ing to eComms and gave rise to an entirely
new industry dedicated to developing tech-
nology to securely capture, archive, store
and retain the eComms of financial institu-
tions; known today as compliance messaging
archives. Regulatory scrutiny of compliance

Compliance, technology and data risk

with record-keeping and supervision require-
ments has been steady over the past decades;
the recent fines were orders of magnitude
larger than past penalties, but the underly-
ing principles were nothing new. Far from
being off-the-radar, regulatory attention to
eComms record-keeping and supervision has
been consistent throughout time.

The more recent oft-channel enforce-
ment actions are shaking up the industry
today much as the eComms enforcement
actions did in the 2000s. All of those actions
are remarkably similar and indicate the
commonality of the pervasive use of new
and nonstandard eComms tools. What 1is
clear from the recent spate of enforcement
actions is that the SEC and CFTC have
focused on a pattern of conduct across the
industry, giving rise to both scrutiny and
violations. The typical fact pattern across
the multitude of enforcement actions is as
follows:

Each financial institution had written pol-
icies prohibiting the use of ‘off-channel’
eComms tools — meaning eComms tools
that were not controlled by the financial
institution or captured in the finan-
cial institution’s compliance messaging
archive — for business communications.
Nonetheless, regulated business users were
using “off-channel” eComms tools for
business communications, both internal
and external. Those off-channel eComms
tools included text messaging and com-
monly-used applications that are readily
available for download and use on mobile
devices, such as WhatsApp, iMessage,
‘WeChat, Signal and LinkedIn.

Use of these ‘off-channel’ eComms
tools for business communications was not
occasional, one-off or one-time. Such use
was wide-spread and prolific across the
regulated business. Notably, use of these
‘off-channel’ eComms tools for business
communications  frequently  included
senior-level personnel —  including
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personnel responsible for ensuring compli-
ance with the policy prohibitions against
the use of these ‘off-channel’ eComms
tools for business communications.

In most cases, there was a decided lack of
processes or mechanisms to identify, track
and monitor the use of these ‘off-channel’
eComms tools for business purposes.In some
cases, the prolific use of these ‘oft-channel’
eComms tools was known to the financial
institution, even known to Legal or Com-
pliance personnel, and recommendations
or directives relating to these impermissi-
ble uses were made but ignored or simply
not timely actioned. There was little to no
evidence of consequence management, i.e.,
known and direct consequences to individ-
uals violating the policy prohibitions against
the use of ‘oft-channel’ eComms tools for
business purposes.

This wide-spread, virtually unchecked,
usage is what prompted the extraordinary
financial penalties. The regulators viewed
this industry-wide, systemic behaviour as, at
best, a failure to invest and execute on com-
pliance mechanisms to ensure compliance
with the record-keeping regulations and, at
worst, a blatant disregard for the importance
and purpose of the record-keeping regula-
tions in favour of convenience. Furthermore,
the regulators expressed concern that with
advances in technology and new eComms
tools popping up, the failure to keep pace
with technology and to implement com-
prehensive compliance mechanisms would
result in further regulatory violations.
Beyond the eye-popping and precedent-
setting fines that have been issued, the SEC
and the CFTC have used these enforcement
actions to send very specific messages to the
financial industry.

Fines

The fines issued by the SEC and the
CFTC to broker-dealers and investment

advisers have ranged from US$325K to
US$125m and seem to be commensurate
with the regulators’ view of the perva-
siveness and scope of record-keeping
violations. These violations
of the largest in history for individual

record-keeping violations.

are some

Breadth

Historically, regulatory
record-keeping violations tended to be
one-offs, even where multiple fines were
announced at once. Here, the SEC and
the CFTC have expanded these investiga-
tions across the industry to virtually every

fines for

major financial institution; encompassing
more than 75 different financial institutions
to date, with more fines expected to come.
The actions target a wide variety of financial
institutions ranging in size from the largest
financial institutions to smaller institutions
not typically targeted for such violations.

Technology

The regulators have reiterated the need for
financial institutions to adapt and tailor
their compliance programmes to account
for the rapid and ever-changing nature of
technology. In 2022, in announcing settle-
ments related to 16 financial institutions,
SEC Chair Gary Gensler noted ‘[a]s tech-
nology changes, it is even more important
that registrants appropriately conduct their
communications
within only official channels, and they must
maintain and preserve those communi-
cations’.? The regulators also made it clear

about business matters

that each financial institution is responsible
not only for monitoring eComms use but
also for investing in compliance structures
that have the capacity to detect violations
and in technology that meets both business
and regulatory requirements by ensuring
that new eComms tools can be captured,
retained and surveilled.



Enforcement and consequence
management

One of the key themes articulated through-
out the enforcement orders is the regulators’
focus on insufficient, and at times nonexistent,
enforcement
cial institutions’ compliance programmes.
Inherent in this focus is the notion that
policies and procedures, without more,
are inadequate to comply with applica-
ble regulatory obligations. Specifically, the
regulators highlight that policies and pro-
cedures must be accompanied by consistent
and robust enforcement structures.

mechanisms within finan-

Cooperation and remediation

Recently, the SEC has the
importance of cooperation and remediation,
with respect to companies’ record-keeping
obligations. For example, in a recent enforce-

reinforced

ment action, SEC Division of Enforcement
Director Gurbir Grewal noted, ‘firms that
self-report and otherwise cooperate with
. investigations may receive significantly
reduced penalties. Here, despite record-keep-
ing failures that involved communications by
senior leadership and persisted after our first
record-keeping matters were announced in
2021, [firm] took substantial steps to comply,
self-reported, and remediated, and, there-
fore, received a no-penalty resolution’? As
seen from Director Grewal’s comments, it
is imperative that, to the extent violations
are discovered, processes and procedures are
in place to facilitate cooperation and reme-
dial action. Furthermore, several of the SEC
enforcement actions have noted that lower
penalties reflect voluntary self-reporting and
cooperation with the Commission.*

Expansion

Departing from the almost exclusive focus
on broker-dealers, the SEC has recently
expanded the scope of its scrutiny and
enforcement actions to investment advisers,
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including stand-alone investment advis-
ers. This is notable as record-keeping
enforcement actions, while common for
broker-dealers, have historically been rare
among investment advisers. By expand-
ing the enforcement sweep to include
investment advisers, the SEC made a clear
statement that all regulated companies must
comply with the record-keeping rules.
Overall, these more recent regulatory
enforcement actions are a reminder and a
warning to the financial industry that the
regulators expect the financial industry to
keep pace with technology, to be proactive in
enforcing the record-keeping regulations
and to take their obligations to safeguard their
data and protect market integrity seriously.

REGULATORY REQUIREMENTS

The current intense focus on eComms
compliance, and the attendant challenges,
presents a microcosm of the larger chal-
lenges that financial institutions have faced
for decades when it comes to data govern-
ance. There is a vast labyrinth of regulations
with which financial institutions
comply. Record-keeping supervi-
sion, and even more specifically eComms

must
and

record-keeping and supervision, represent
just a few. In tandem, financial institutions
leverage thousands, if not tens of thousands,
of systems and sources of data in order to
efficiently and effectively operate their busi-
nesses and deliver quality customer service.
In attempting to appropriately allocate finite
resources across the organisation, the par-
ticular conundrum of eComms governance
has not always been top of the list. Regu-
lators, however, are rarely sympathetic to
pleas of burden, resourcing or technological
challenges.

Financial regulators view record-keeping
and supervision, including for eComms, to
be fundamental to the integrity of the finan-
cial system, ie the regulatory scheme reflects

the importance of maintaining complete
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and accurate records of a financial institu-
tion’s business activities. The underlying
purpose of these regulations is to support
and evidence the reliability of financial data
(and thus, the financial system), facilitate
supervision of business activities to identify
potential regulatory violations or market
manipulation and ensure that the financial
regulators have sufficient information avail-
able to discharge their duty to oversee the
financial industry.

In general, financial regulations require
financial institutions to store, retain for a
defined period and supervise/monitor com-
munications that contain certain content.
The requirements mandating supervi-
sion and retention of communications are
rooted in regulatory regimes promulgated
by a variety of regulatory bodies. Although
similar in some respects, these regula-
tory frameworks contain nuanced storage,
retention, supervision and content require-
ments depending on the regulated entity,
underlying activity and nature and purpose
of the communications.

UNITED STATES

As a general matter, the primary source of
compliance requirements around the sur-
veillance and archiving of eComms for
financial institutions in the USA flows from
the statutory and regulatory mandates of
the SEC and the CFTC. These regulatory
bodies are supported in their regulatory and
enforcement efforts (including as related to
eComms) by two self-regulatory organi-
sations, FINR A and the National Futures
Association (NFA).

At a high level, the bevvy of rules and
requirements related to eComms centre
around: (1) the capture of eComms con-
cerning specific content; (2) the storage of
such eComms for particular retention peri-
ods and, in some cases, in a particular format®

and (3) reasonable, risk-based supervision of
eComms for both specific activity and to

ensure compliance with relevant rules gen-
erally.® Moreover, depending on the business
activity and regulated nature of the entity
in question, the scope of eComms required
to be captured ranges from expansive (eg
Rule 17a-4’s ‘business as such’) to more tai-
lored content focused on specified activity.’
Importantly, the regulators have consistently
made clear that such rules are not limited to a
particular medium or form of communication and
are grounded in content irrespective of the mecha-
nism used to communicate.® Consequently, the
rules and requirements can focus on a broad
scope of potential eComms technologies.

BEYOND THE USA

The USA is not the only jurisdiction that
has promulgated regulations for financial
institutions that are specific to the retention
and supervision of communications. In par-
ticular, in the European Union (EU), the
Markets in Financial Instruments Directive
(MiFID II) and the related Delegated Reg-
ulation 2017/565 (DelReg) require covered
institutions to retain eComms that meet des-
ignated content requirements for five years or,
if requested by the regulator, for up to seven
years.” MiFID 1II also requires that records,
including eComms, are retained in a secure
format that assures data integrity by ensuring
that the eComm is retained in its original,
unaltered form.!"” MiFID-covered entities are
obligated to monitor eComms, as appropriate
and on a risk basis, to ensure compliance with
regulatory obligations, detect market abuse
or fraudulent trading practises and evaluate
conflicts of interests, etc.!!

In the UK, the applicable rules regarding
the retention and supervision of commu-
nications broadly mirror those of the EU.
Specifically, MiFiD II has been transposed
into UK law through a combination of the
Financial Conduct Authority (FCA) Hand-
book rules, Treasury legislation and various
EU Regulations that are directly applicable
following Brexit, for example, the Markets in



Financial Instruments Regulation 600/2014
(MIFIR) and DelReg. The FCA Hand-
book builds focus on the EU requirements
by requiring the relevant communications
to be accessible to the FCA in the future,
by ensuring that such communications are:
(a) readily accessible by the FCA; (b) capable
of being reconstituted clearly and accurately
and (c) maintained in a manner that enables
any changes, corrections or amendments to
be easily identifiable.

THE COMMUNICATIONS EXPLOSION
AND THE REGULATORY APPROACH

The
ronment
presently operate is a far cry from the
by-gone days when e-mail was seen as the
forefront of innovation, and the biggest
risk was that individuals using their per-

business and technological envi-

in which financial institutions

sonal Yahoo! accounts for business-related
Today,
communications channels abound, includ-
ing both on- and off-channel. Social media
sites, such as LinkedIn, TikTok,
gram and Reddit; collaboration sites such
as Teams, Slack and Zoom and chat appli-
cations, such as WeChat, WhatsApp and
Telegram, are readily accessible to users and
present material challenges when it comes
to monitoring and controlling off-channel
communications use. The ease with which
these channels can be downloaded and uti-
lised and the ability to do so on virtually any
mobile device (whether company approved
or not) have materially changed the com-
munications game.

Beyond those channels that represent
clear off-channel use, the variety and breath

communications. Internet-based

Insta-

of communications channels available in
company-approved applications designed to
improve efficiency, communicate with cli-
ents and otherwise increase business value are
being rolled out at a dizzying pace. The shift
to cloud-based software-as-a-service (SaaS)

tools and the recent spotlight on GenAl
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and other GenAl-powered tools (such as
ChatGPT) have resulted in business, compet-
itive and cost pressures that are serving as a
further tailwind to procuring and employing
the latest technology. This includes functions
in tools that otherwise may not be spotlighted
as containing eComms functionality, such as
in-application chat, comment, co-editing,
survey and other collaboration features, to
name just a few.

While generally challenging from a gov-
ernance perspective, these nontraditional
communications features are often accom-
panied by a certain ambiguity regarding
their regulatory treatment, particularly
considering their absence from regulatory
enforcement actions. This is further com-
pounded by the dearth of guidance coming
from the regulators on new, nontraditional
and emerging communication features.

However, the evolution of regulatory
guidance relating to eComms does demon-
strate how the regulators approach new
technology generally and the challenges of
keeping pace with technological develop-
ment in the modern era. In the USA, the
regulatory scheme does not address ‘elec-
tronic communications’ per se but generally
refers to the retention of ‘correspondence’ or
‘communications’ and notes that such defi-
nitions apply equally to both physical and
electronic formats of such ‘correspondence’
or ‘communications’ (referred to hereafter as
‘communications’). This lack of specificity
is deliberate; the regulations are intended to
address all types or formats of communica-
tion and are not limited by technology or
technological development. Rather, finan-
cial institutions are expected to monitor and
manage the activities of their businesses,
to keep pace with the changing nature of
business communication and to ensure com-
pliance with the regulations regardless of the

technology used.

In the EU, MiFID II requires the record-
ing of electronic
telephone conversations that relate to, at least,

communications and
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transactions concluded when dealing on own
account and providing services relating to the
reception, transmission and execution of cli-
ent orders. While MiFID II does not contain
a definition of electronic communications
per se, the European Securities and Markets
Authority (ESMA) interprets the term ‘elec-
tronic communication’ broadly and explicitly
includes, among others, video conferencing,
fax, e-mail, Bloomberg mail, short messaging
service (SMS), business-to-business (B2DB)
devices, chat, instant messaging, and mobile
device applications.”? ESMA, however, also
states that because of the continuing inno-
vation and advancement in technology, an
exhaustive list of electronic communications
would not make sense.

In the UK, the FCA has adopted the very
broad definition of ‘electronic communica-
tions’ outlined in s.15(1) of the Electronic
Communications Act 2000, namely any
communication transmitted from one per-
son to another, from one device to another
or from a person to a device or vice versa,
either by means of an electronic communi-
cations network or otherwise by other means
in electronic form. The FCA Handbook has
clarified that ‘electronic communications’
includes (but is not limited to) communica-
tions made by way of facsimile, e-mail and
instant messaging devices.”” The breadth
of the definition combined with the non-
exhaustive list of examples given suggests
that (as with the EU) the intention is for the
applicable regulations to address all types or
formats of communication, irrespective of
technology, device or application.

The changeability in the means and
methods of electronic communication is not
unnoticed or unrecognised by financial reg-
ulators. As particular formats become more
common or represent more risk to con-
sumers, the regulators do provide written
guidance to alert financial institutions that
certain formats or technologies are consid-
ered communications. The wvast majority
of this written guidance emanates from

FINRA; however, while the electronic
communications regulations do vary across
different types of financial institutions, the
financial regulators generally concur on
what constitutes electronic communication.

For example, while unsurprising today,
the first generation of recognised elec-
tronic communications comprised e-mail
and facsimiles. In 1997 and 1998, the SEC
and the National Association of Securities
(NASD) (FINRA’s predecessor)
issued guidance acknowledging that the
proliferation of new electronic means of

Dealers

communicating, such as e-mail and fac-
simile, necessitated modernisation of the
existing rules and recognising that these
electronic communications were subject to
the same record-keeping requirements as
any other form of written communication."
Just a few years later, in 2003, the NASD
issued a notice noting the increased use of
instant messaging and warning companies
that the ‘lack of formality’ of instant messag-
ing did not exempt it from the supervision
and record-keeping regulations.'

In 2007, FINR A issued an advisory notice
mentioning that text messaging was also a
communication subject to the supervision and
record-keeping regulations.® Later, FINR A
addressed the growing use of social media or
other Internet sites for purposes of commu-
nication, recognising that social media sites,
interactive electronic forums (ie blogs, chat
rooms and discussion boards) and even ‘likes’
and sharing comments may be considered
communications subject to the supervision
and record-keeping regulations."”

More recently, FINRA has turned its
attention to ‘collaboration’ and GenAl tools
that may be used for communication pur-
poses. In September 2021, FINRA issued
frequently asked questions (FAQs) indicating
that visual aids, such as digital whiteboards,
dynamic charts, live polling and chat/
instant messaging during a live, unscripted
meeting may constitute communications
subject to the supervision and record-



keeping regulations.” In May 2024, FINR A
updated those same FAQs to provide similar
guidance with respect to the use of chatbot
communications."”

Similar developments can be seen in the
EU. In May 2024, ESMA issued guidance on
the use of Al in investment services.”” While
ESMA recognises the potential benefits of
Al for customer service and support, invest-
ment advice and portfolio management, risk
management and many other areas, ESMA
emphasises the importance of adhering to
MIiFID II requirements when using Al in
investment services.

The lesson to be learnt in this progres-
sion, of course, is that the regulators are
monitoring technological development and
how financial institutions are using tech-
nology to communicate both internally and
externally. They expect that the financial
industry is doing the same.

COMMON ECOMMS COMPLIANCE
CHALLENGES

With ‘lessons learned’ comes a reflection on
how to integrate those lessons into a financial
institution’s business-as-usual (BAU) eComms
compliance processes. That, of course, is not as
easy as one might hope. Current compliance
structures and limitations present substantial
challenges to updating and modernising com-
pliance efforts with respect to eComms.

Responsibility and accountability

One of the all-too-common challenges with
eComms compliance is that it tends to fall
between the cracks of compliance efforts.
This is, in part, because eComms repre-
sent only one small portion of a financial
institution’s compliance efforts and in part
because eComms compliance touches on a
variety of considerations including records
management, supervision, privacy, security,
technology and eDiscovery. Because each of
these areas has some obligations with respect
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to eComms, none of the areas tends to have
all obligations with respect to eComms. As
a result, eComms compliance often results
in a finger-pointing exercise where no one
fully accepts responsibility for compliance.

Changing technology and business use
With the proliferation of cloud-based appli-
cations and the rise of shadow IT, tracking
which applications are in use, much less
whether they have eComms features, can be
difficult, even for companies with smaller
technology footprints. Furthermore, even
where an application is a known asset and
has gone through an onboarding process,
vendors often introduce new features,
which may end up in production without
passing through any legal or compliance
review process. Indeed, most technology
vendors view integrating methods of com-
munication within their application as a
new fundamental component of the tech-
nology, increasing the productivity of the
business process that the application sup-
ports by replacing more traditional forms
of communication like e-mail. Moreover,
the introduction of new collaboration fea-
tures, many of which include some form of
eComm, has increased significantly since
the start of the COVID-19 pandemic. These
features are increasingly central to the way
many teams operate and can provide sig-
nificant business benefits, but unfettered
adoption and use of new collaboration tech-
nology may be incompatible with financial
institutions’ regulatory obligations.

Technology integration

Compliance efforts at financial institutions
have not necessarily kept pace with tech-
nology. Often, legal and compliance are
not tied in with technology development
or implementation across the organisation,
resulting in large gaps in understand-
ing, and execution of

communication
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compliance requirements. In the current
landscape, managing the risk associated
with eComms requires compliance and legal
departments to closely partner with IT, who
can provide much needed subject-matter
expertise and can operate as boots on the
ground with the business in the compliance
effort. Cross-functional cooperation is cru-
cial and frequently lacking.

Adequate resourcing (people and technology)
Staying on top of constantly changing
technology requires significant resources.
Ensuring measures that address eComms
compliance are incorporated into all tech-
nology development and third party systems
requires significant resources. Executing on
compliant capture and storage mechanisms
for an increasingly vast number of eComms
technologies requires significant resources.
Despite the perception of unlimited resources
available to financial institutions, many finan-
cial institutions simply do not have enough
subject-matter experts or funding dedicated
to eComms compliance to allow for the
level of monitoring required to identify and
assess new applications and features. Properly
archiving and supervising eComms requires
an investment in specialised technology (and
people to maintain it) that does not necessarily
increase in proportion to the growing needs.
While the regulators may not be sympathetic
to resourcing complaints, legal, compliance
and technology personnel by necessity must
work within the constraints of the resources
that they are allocated and evaluate where the
compliance risks are most acute to make the
biggest impact on risk mitigation from those
resources.

MODERNISING ECOMMS GOVERNANCE
CONTROL STRUCTURES

At the heart of any eComms compliance
effort lies the familiar concept of ‘govern-
ance’. At base, ‘governance’ refers to the

policies, procedures, practises and struc-
tures directing an organisation’s approach
to identifying and controlling risk while
maximising and facilitating business and
operational goals. Adequate governance
necessarily requires a top-down approach —
which has been highlighted and empha-
sised by the regulators in connection with
the oft-channel communications enforce-
ment actions — that begins with a strong
policy that clearly defines roles, respon-
sibilities and expectations, incorporates
repeatable procedures and practises and
supports
throughout the institution. Critically, for any
type of data governance, including eComms
governance, modern control structures must
closely align and incorporate technology
strategy, third party risk management and

cross-functional  collaboration

meaningful enforcement regimes to be able
to keep pace with changing user behaviour
and technology risk.

Centralised governance structure

The multifaceted, ever-changing and com-
plicated nature of eComms, which touches
all corners of the institution, requires a
governance framework that: (a) clearly
defines roles and responsibilities specific
to eComms governance; (b) centralises
decision making and authority and (¢
incorporates insights from all stakeholder
groups. There are no pre-defined require-
ments for this framework and it may take
various forms depending on the nature and
structure of each financial institution. The
key goal is to establish centralised strategic
and decision-making authority in a man-
ner appropriate to each institution. This can
take the form of a centralised data govern-
ance office or a cross-disciplinary working
group, council or committee that oversees
eComms strategy and compliance efforts. It
should incorporate stakeholders from at least
technology, legal, compliance, records man-
agement, eDiscovery, privacy, security and



the business. This group or body can develop
a strategy, set policy, establish standards and
guidance, carry out review procedures,
make determinations on new applications
and/or technology and implement controls
and safeguards. Moreover, the operational
elements needed to carry out and enforce
broader strategy can be defined by, and flow
from, this function, serving as the single
point of authority for eComms governance,
facilitating consistency and continuity across
the organisation. In sum, there needs to be
a decision-making body with the authority
that can say ‘no’ to the business and IT if
the technology does not fitted within the
broader eComms strategy, which can set
requirements for any implementation of
an eComms technology (including forcing
the business to bear the costs and burden of
implementation, maintenance and compli-
ance if the business wants the technology)
and that can establish clear priorities in the
eComms governance programme based on
its evaluation of risks.

Policies and procedures
Once a governing function is established,
policies and procedures are needed to effec-
tuate the institution’s strategy, business and
compliance mandates. These policies and
procedures should clearly set out: (1) expec-
tations; (2) processes and (3) consequences
related to eComms. For example, an institu-
tion should promulgate a high-level policy
laying out its approach to eComms. Such
policy should outline regulatory obligations,
content requirements, standards for use,
capture, storage and retention, approved/
unapproved eComms channels and a robust
escalation and consequence model. Proce-
dures should be put in place that allow end
users and IT personnel to operationalise
high-level policy pronouncements, such as
procedures for onboarding or developing
new technology or applications that include
eComms, approval processes

for new
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eComms use, standards for eComms cap-
ture/archiving and retention, guidance for
defining eComms and appropriate eComms
use and monitoring and attestation require-
ments for production applications.

Beyond directed eComms policies and
procedures, institutions must assess their
existing policies, practises and procedures
relating to eComms to ensure consistency
across policies that focus on, but do not
direct, eComms compliance. This includes
evaluating policies and procedures relating
to bring-your-own-device (BYOD), corpo-
rate mobile devices, codes of conduct, third
party risk management (discussed in more
detail next), Al, records and information
management policies, supervision and the
like. Consistency across data-related policies
is necessary to facilitate user compliance and
effectively execute the institution’s defined
eComms strategy.

Monitoring, reporting and tracking

Compliance with eComms regulations
requires identifying and tracking eComms
functions in use across the institution. This
is no small endeavour. It requires not only
identifying eComms functions available
in new technologies but also identifying
eComms features that emerge in existing
technologies and monitoring for new types
of eComms features and functions. With
the proliferation of new technologies
and the instant-upgrade functionality of
cloud technologies, this effort can involve
thousands of different applications. Consid-
eration should be given to implementing a
risk-based approach that focuses on appli-
cations that present a higher regulatory risk
initially, and as the eComms governance
programme matures, develop a broader
governance approach that is expanded to
accommodate appropriate reviews of lower

risk applications.
First, potential new eComms features
should trigger an internal review process
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to determine whether they are, in fact,
eComms that fall under the regulations
and must be captured/archived, stored and
retained accordingly. This mustinclude both
eComms features in new products (third
party and proprietary) and new eComms
features in existing products. Importantly,
this requires trigger mechanisms in differ-
ent processes within the organisation, eg
third party risk management, technology
development and life cycle management.
Second, eComms governing bodies should
document their review of new and existing
potential eComms features to demonstrate
a thoughtful, clear, compliant strategy
to defining and governing eComms use.
This may involve, for example, maintain-
ing an inventory of eComms features and
applications reviewed and documenting
the decisions made regarding compliance
requirements, including whether certain
types of eComms fall outside the eComms
compliance structure. Third, the decisions
made as to the approved or unapproved
use of select technologies should be clearly
communicated and readily available to users
to ensure that the institution is facilitating
individuals’ ability to comply with institu-
tional policy. Furthermore, these decisions,
and the underlying reasons, should be
disseminated to other groups within the
organisation who may be reviewing or
monitoring technology and business activ-
ities (such as data use boards, supervision
teams and procurement) so that they too
can identify potential eComms use.

Keeping pace with business use

and investing in technology

If the regulators have made nothing else clear
in the recent off-channel communications
enforcement actions, it is that they expect
that financial institutions are keeping pace
with technology (irrespective of any direct
regulatory guidance on a particular technol-
ogy) that legal and compliance are directly

involved in and overseeing eComms use and
compliance and that financial institutions
are investing in compliant technology. New
or emerging business needs should be iden-
tified, and institutional strategies established
for investing in compliant technologies that
meet those needs. Standards must be set,
communicated and enforced that define the
requirements for eComms capture/archiv-
ing, storage and retention. This means that
resources must be incorporated into new
technology procurement or development
that support eComms compliance where
necessary. Such requirements are more crit-
ical for applications deemed to meet higher
risk criteria, so if there are limited resources,
such resources should be allocated to those
higher risk applications.

Third party risk

With the rise and continued ubiquity of
cloud-based and SaaS solutions, addressing
third party risk is a crucial aspect of any
data governance programme. Thus, incor-
porating third party risk management into
an eComms governance framework is table
stakes. At bottom, third party risk assess-
ment must be interpolated throughout the
application life cycle, from onboarding to
decommissioning. This can be done by
ensuring that proper procedures are in place
for onboarding and evaluation of new ven-
dors and applications, conducting periodic
reviews — particularly as vendors con-
sistently provide updates and new features
that may alter initial risk weighting and
eComms identification — and inventorying
and tracking use cases. Moreover, safeguards
should be put in place to prevent shadow
application sprawl, with processes to period-
ically audit application use throughout the
enterprise. In short, procedures for manag-
ing eComms promulgated via third party
vendors should align with the current pace
of technological development, safeguard-
ing against unidentified feature updates that



may constitute eComms subject to policy
and regulatory obligations.

Employee training

As with any compliance effort, employee
training is fundamental. At base, eComms
compliance is dependent on individual busi-
ness and IT employees understanding and
executing on institutional policy. For gen-
eral end-user employees, eComms training
for all employees on eComms policy and
procedures should be performed for new
hires and for all employees on a periodic
basis. Such training can be stand-alone or
incorporated into broader data risk manage-
ment or records management training. That
training should run the gamut, incorporat-
ing appropriate use, roles and responsibilities,
approvals, escalation and reporting channels,
as well as consequence models.

For developers and IT teams, granu-
lar training on policy-based requirements
should be provided, along with guidance on
how to address eComms compliance in the
application development process. The train-
ing may include the specific intricacies found
in record-keeping and supervision require-
ments (ie retention, format and storage
requirements) and how those may translate
to technical implementation. Moreover, any
such training should be directed at equip-
ping technology teams with the requisite
knowledge needed to identify potential
compliance issues, allowing for a symbi-
otic relationship among legal, compliance
and IT.

To evidence and support compliance
efforts, training programmes should incor-
porate attestations of compliance that are
tracked and retained to demonstrate that
training occurred and support user under-
standing of eComms compliance. Training
models should also provide clear mechanisms
for reporting potential policy violations. An
institution may also wish to solicit feedback
from personnel as to what forms of eComms
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are in use or are being requested by clients
or service providers. Understanding where
communication needs are potentially not
being met can help an organisation head
oft the circumvention of controls around
eComms.

Supervisory review and enforcement
Ultimately, the best policies and procedures
in the world are not sufficient to ensure
and evidence compliance with regulations,
including eComms compliance. Many of
the financial institutions involved in the
oft-channel communications enforcement
actions did have policies and procedures in
place and did communicate to users that they
were not permitted to use off-channel com-
munications tools. In fact, in some cases,
legal and compliance recognised a potential
gap in eComms enforcement efforts, but no
steps were taken to close those gaps or to act on legal
and compliance’s recommendations. Financial
institutions must not only actively monitor
for eComms compliance but must also take
steps to: (a) ensure that known compliance
gaps are remediated in a reasonable time
period and (b) to actually enforce eComms
policies, including appropriately disciplining
users for policy violations.

« Incorporate processes to routinely survey
the business for institutional eComms use.
This will help to ensure that legal, com-
pliance and technology receive adequate
business input on eComms use and needs
that can be incorporated into eComms
compliance efforts.

« Routinely review and update supervision/
surveillance procedures and lexicons to
target/identify the potential use of non-
approved eComms channels, personal
devices, personal e-mail, personal web-
sites/social media or other off-channel

communications.
Ensure that audit procedures include,
as appropriate, compliance with eComms
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policies and procedures at both the indi-
vidual user and the technology level.
Evaluate whether/when new appli-
cation usage or potential individual vio-
lations require remediation to archives,
updates to policies/procedures or tech-
nology changes and ensure action plans
for remediation are defined, documented
and incorporated into required busi-
ness-risk remediation monitoring.

» Take appropriate action when/if poten-
tial violations are identified, including
disciplining violators. Disciplinary efforts
should be consistent with standard pol-
icy disciplinary actions; it is not necessary
to develop special or unique disciplinary
procedures solely for eComms policy vio-
lations. Disciplinary standards should be
clearly documented and communicated to
users and may incorporate escalating dis-
cipline for repeat violators.

The need to innovate, modernise operations
and leverage the most advanced technol-
ogies and tools creates consistent pressure
on governance functions within financial
institutions, including eComms governance
functions. Every onboarded application or
novel feature can create incremental risk,
pressure-testing the strength and efficacy
of eComms governance processes and pro-
cedures. Regulators, for their part, expect
that financial institutions will keep pace
with technology and upgrade their com-
pliance processes, as needed, to do so. As
seen from the torrent of enforcement actions
(and the expected ongoing nature of those
reviews), the risks flowing from violations
in this area — even mere foot faults — can
be significant, imposing both financial pen-
alties and reputational harms. In the current
eComms and

environment, governance,

indeed all data governance, programmes
should be upgraded and modernised. That
means moving away from siloed compliance
regimes primarily geared towards manag-
ing current risk and integrated governance

programmes designed to anticipate future
risks and challenges, such as continuously
reviewing and revising policies and pro-
cedures to account for novel technologies
(eg GenAl) while continuously monitor-
ing both the technological and regulatory
landscapes.  Integrated,
technology-first compliance programmes
are not just the movement of the future,
they are quickly becoming a necessity in the
ongoing struggle to achieve eComms and
data compliance.

cross-functional
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